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Abstract

Current Water Safety Plans recommend that catchment managers control and monitor all possible hazards within
catchments and perform rational risk-based decisions. Our goal is to supply catchment managers with the required
probabilistic risk information, and to generate tools that allow for optimal and rational allocation of resources between
improved monitoring versus extended safety margins and risk mitigation measures. To support risk managers with the
required information, we address the epistemic uncertainty of contaminant transport and well vulnerability within a
stochastic simulation framework.

This framework can separate between uncertainty of contaminant location and actual dilution of peak concentrations by
resolving aquifer heterogeneity with high-resolution Monte-Carlo simulations. To keep computational costs low, we solve
the reverse temporal moment transport equation and recover the time-dependent solute breakthrough curves from temporal
moments by non-linear optimization. Qur first step towards optimal risk management is optimal allocation of financial
resources between monitoring versus mitigation as decision options. Better monitoring helps to reduce epistemic prediction
uncertainty of well vulnerability and thus helps to reduce conservative safety margins. In order to allow optimal choice, the
utility of planned data acquisition, measured by their capability to better support other decisions, is assessed within a
Bayesian decision-theoretic framework. In an illustrative synthetic case study, we condition each realization of a catchment
on synthetic transmissivity and head measurements using a rejection sampling technique, evaluate data worth in the context
of catchment delineation, and investigate data impact on customer minutes lost.

Keywords: risk management, Bayesian statistics, well-head protection, well vulnerablity, uncertainty quantification,
Customer Minutes Lost



INTRODUCTION

“Drinking-water quality is an issue of concern for human health in developing and developed countries
world-wide” (WHO, 2004). To ensure safe drinking water for society, the World Health Organization
(WHO) recommends implementing water safety plans (WSPs) (Davison et al., 2005) into legislation.
This challenges water managers to know, control and monitor all possible hazards within the supply
system from source to tap, and to perform rational risk-based decisions, supporting efficient risk
management schemes.

The German Technical and Scientific Association for Gas and Water (DVGW) adopted the idea of
water safety plans within their guideline W1001 (DVGW, 2008) to accelerate the implementation of
complete risk management schemes for drinking water supply systems. The WSPs and the W1001
guideline recommend qualitative or semi-quantitative risk measures. This enables risk managers to
rank different hazards by means of risk matrices. The advantage of risk matrices is that they are easy to
understand, widely accepted and used for effective risk management. However, Cox (2008) showed
that risk matrices have mathematical and logical limitations for making risk management decisions and
for setting priorities. This holds especially for optimal choice in resource allocation to reduce the
inherent risk to an acceptable risk level. Therefore, risk managers need powerful quantitative methods
that assign quantitative utility values to all available decision options. Decision options for water
suppliers are, e.g., to collect additional information by sampling campaigns, to install risk mitigation
approaches, or more conservative catchment delineation.

A second reason for working with quantitative risk assessment tools is epistemic uncertainty. It plays a
special role for managing well catchments in the context of predicting water quality, system safety and
risk. Each model approach to predict water quality is based on assumptions and approximations for
representing the system and its physical behavior (Park et al., 2010). When leaving epistemic
uncertainty unquantified, resulting risk estimates are almost meaningless and dangerous to use. It is
therefore indispensable to cast the safety question into a probabilistic framework, to admit and quantify
the uncertainty of models and parameters, and to perform risk analysis in a quantitative form. This
confronts each risk manager, engineer and scientist with the task to quantify model uncertainty. In
order to provide more reliable risk estimates, the lack of knowledge about the system and the low data
availability has to be considered, such as keeping material properties and boundary conditions
uncertain. Only quantitative risk approaches can openly quantify epistemic uncertainty and improve
effective, rational and honest risk management decisions by transparently reflecting the quality and
reliability of model simulation.

Drinking water safety requires clean aquifers, reliable treatment and safe distribution, which coincides
with the three barriers of the multi-barrier approach (Castell-Exner, 2001). In general, models
describing manufactured systems (such as supply networks and water treatment facilities) are subject
to less uncertainty and different types of uncertainty than those models that describe terrestrial,
environmental or natural systems (such as the layering of geological formations, the extension and
constitution of aquifer systems). In order to cover all aspects, we will set our overall risk management
framework into the context of the multi-barrier concept. Here, we will focus on the first barrier,
protecting drinking water wells by assessing the uncertainty and risk due to possible aquifer
contamination and by working with criteria for well vulnerability (Frind et al., 2006), which we cast
into a probabilistic framework (Enzenhoefer et al., 2011).

A classical way to protect raw water resources is to delineate well-head protection zones based on
hypothetical travel-time zones. There have been several studies on quantifying the uncertainty in well-



head protection (Varljen and Shafer, 1991; Guadagnini and Franzetti, 1999, Feyen et al., 2003). An
overview and comparative analysis on probabilistic methods for capture zone delineation are given by
Stauffer et al. (2005). The uncertainty in capture zone delineation is expressed by probability density
functions. These approaches are mainly limited to advective transport. They neglect the dispersive
behavior of the aquifer, which leads to dilution of peak concentrations and natural attenuation. The
presented study accounts for advective-dispersive transport phenomena, enabling water managers to
further distinguish between uncertainty in contaminant location and actual plume dilution.

Collecting hydro(geo)logical data yield additional information to reduce the uncertainty and thus
capture the size and extension of adequate well-head protection zones more realistically (e.g., Feyen et
al., 2003). This will improve the reliability of model predictions and thus the information is available
for risk-based decision analysis. Yet, sampling and investigation campaigns are often restricted by
limited budgets, or by physical constraints of the well catchment. The amount of required data to
reduce uncertainty to an acceptable level for probabilistic risk management has to be determined
rationally and in a goal-oriented manner. The additional information from new data increases, when
collecting more data (Bakr and Butler, 2004), and some data types and locations are better than others
(e.g., Nowak et al., 2010).

Commonly risk is expressed by the product of entry probability and damage (Kaplan and Garrick,
1981). Lindhe et al. (2009) used an alternative risk measure taken from the energy sector, which is
called customer minutes lost (CML). CML is the supply failure risk in minutes per year and customer.
Blokker et al. (2005) referred to CML as substandard supply minutes (SSM) and applied this risk
measure to Dutch water supply systems. Here, we use CML to quantify the risk of supply failure due to
well contamination by CML.

The novelty of our study is that we will support risk managers, by means of probabilistic well
vulnerability criteria (PWVC) and assigned utility, to optimally allocate resources for rational,
effective and transparent risk management beyond the recommendations of the WSPs. We will express
the risk of supply failure due to well contamination by customer minutes lost. To further support the
risk management process and improve model prediction reliability, we will consider additional
sampling locations, when they reduce delineation area costs more than the sampling itself would cost.
Furthermore, risk managers are able to compare the economic benefit between different risk reduction
options, such as additional data acquisition and risk mitigation measures.

METHODS

On the way to probabilistic well vulnerability criteria
This section briefly summaries the probabilistic well vulnerability criteria by Enzenhoefer et al.
(2011). The four transport-based well vulnerability criteria are:

1. The probability distribution of peak arrival time, #,c.t, from contaminated locations to the well;
Possible levels of peak concentration, cpeu, arriving at the well;

3. The probability distribution of time, #.,., for the manager to react before a critical threshold
level .., 1s exceeded (e.g., drinking water standard); and

4. The probability distribution of well down time (exposure time Z,).

A detailed description of these criteria within a deterministic setting is given by Frind et al. (2006).
The major steps for calculating the probabilistic well vulnerability are illustrated in Fig. 1.
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Figure 1: Methodology to determine probabilistic intrinsic well vulnerability criteria.

At first unconditional random permeability fields are generated. The log-hydraulic transmissivity

T = In(Y) is assumed to follow a random space function Y = f(x), which reflects the heterogeneity of
aquifer materials and the scarcity of data. In order to reduce uncertainty by conditioning on
hydro(geo)logical data, the approach can be coupled with any conditioning scheme, such as Ensemble-
Kalman Filters for parameter estimation (Nowak et al., 2010), Markov-Chain-Monte-Carlo methods
(Zanini and Kitanidis, 2009), or the Bayesian (formal) Generalized Likelihood Uncertainty Estimator
(GLUE) (Feyen et al., 2003) approach. In the current study, we perform Bayesian updating via
Kriging-like techniques to treat direct measurements of 7" in conjunction with rejection sampling.
Indirect measurements are updated in a similar way. We include uncertainty of the geostatistical
description via Bayesian geostatistics (Kitanidis, 1986). The Bayesian distribution (marked with a
tilde) for a given observed set of measurements is

p(sldo) = [; J, p(sIB,8,do) p(B,6]d,)d6dp (1)

Where s is the log-transmissivity field discretized on a computational grid, dy is the data set, and f and
0 are uncertain parameters of the geostatistical model. In our case, 0 contains the structural parameters
variance o°, integral length in x- (Ay) and y- (Ay) direction and the shape of the correlation function,
expressed here by the Matérn coefficient x. P is a set of parameters, describing the mean, trend, or
external drifts. In our specific case, B is the uncertain mean for the permeability field.

Bayesian updating requires a likelihood that describes ‘statistically’ the quality of model fit to the data
set:

m

L(s;, By, 8;1do); = (577)° X exp [— ~(do - dsim(sj))T R (do — dsim(sj))] )

with R being the diagonal error covariance matrix of measurement and model error. dy;, is the vector
of simulated measurements, as obtained with a given model and the respective parameter realization s;.
In conjunction with a rejection sampling scheme

3)

L {2 z, accepted s;
< z, rejected s;

Lmax



each accepted realization, with z being a random number drawn from the uniform distribution on
[0; 1], 1s equally likely. For each accepted realization, we compute the well vulnerability criteria. To do
so, we solve the reverse temporal moment transport equation, which is a combination of the work by
Harvey and Gorelick (1995) and Neupauer and Wilson (2001):

V-(vimy + DVmy) =k-my_, Vk =0 €))

with my being the k-th temporal moment of the concentration breakthrough curve. We solve Eq. (4) up
to £ =4 (total mass, mean, variance, skewness, compactness). A detailed physical description is given
by Cirpka and Kitanidis (2000). D is the hydromechanic dispersion tensor, accounting for unresolved
heterogeneity on the sub-grid scale via local (grid-size) dispersivities a; and ar. The subsurface
variability is resolved via Monte-Carlo simulations, which allows separating between actual dilution
and uncertainty in plume location (Kitanidis, 1994).

In order to receive the full time-dependent breakthrough curves and the well vulnerability criteria from
the temporal moments m; at any given location x;, we recover the curve from Maximum Entropy
considerations as recommended by Harvey and Gorelick (1993):

c(t) = %exp[— ko —Ak - Intk] (5)

where A; = [4o, ... Au] are parameters found by non-linear optimization.

With Eq. (5) we can now obtain the four intrinsic well vulnerability criteria for each realization j at any
location x; within the domain Q. Next, we define critical values #) and receive vulnerability
isopercentiles (VIP) P at any given location x;:

- 1
P(t = ty|x;,dy) = n—TZ;lLl I;(x;) (6)

n, 1s the number of accepted Monte-Carlo realizations from rejection sampling. /i(X;) is an indicator
function that assumes a value of unity, if the vulnerability value t of the respective criterion exceeds
the critical value #) in realization ; at location x;, and zero otherwise.

Risk management with probabilistic well vulnerability criteria

The utility of monitoring in more accurate delineation
The size of delineated well-head protection zones under uncertainty easily overwhelms the actual size
of the truly required well-head protection area 4, ,. The delineated area 4, depends on the degree of

true *
uncertainty and on the desired confidence level a of the stakeholders, where 1—« is the risk
acceptance level, i.e., the accepted probability that the system may fail. The choice of « is limited by
the financial constraints of the water stakeholder, as higher risk aversion leads to larger delineated
protection zones.

A possible way to measure the error of delineation is the area A, delineated for the sake of confidence,
which does not coincide with the truly required area, plus the area A. that is not delineated although it

is part of 4.

A, =A +A4 (7)



In order to achieve a smaller error in delineation A,,,, additional data can be collected for improving
the model. This leads to vulnerability maps with larger information content, moving A4, closer to 4.
Following the concept of data worth (James and Gorelick, 2004), we recommend to invest in site
investigation whenever the costs of sampling are lower than the expected benefit of more accurate
delineation, and whenever alternative risk mitigation measures are financially less effective.

Measuring risk via Customer Minutes Lost

Customer minutes lost is a performance indicator for water managers to measure the lack of water
supply due to quality failure (e.g., a contaminant concentration within the well above drinking water
standard) or quantity failure (e.g., due to water pressure loss) in minutes per year. We cast this
approach into a probabilistic framework and couple it with our PWVC. We will consider the risk of
consumers to have no clean water by assuming an aquifer contamination at some location xq (see Fig.
2). The typical CML is given by:

R(xg) = Lexp (Xo) * Po(Xp) - Nr,aff 3

with P,(x,)being the entry probability of a spill event occurring at location xo. The exposure time Zy,

indicates the damage intensity in the sense of minutes or days, when the well is out of operation due to
quality failure, and is uncertain as discussed above. N,.,; is the relation between affected consumers
(Nyp) and all possible consumers (N,;) within the supply system. The number of consumers being
affected, N,y depends in our case on the uncertain demand behaviour d of the individual consumer, as
the pumping rate is constant over time. This leads to a consumer ratio of:

Admin
Nr,aff =74 ©

with d,,;, being the pre-defined amount of water demand per consumer standardized by the actual
demand d for each realization j. This probabilistic approach for CML informs risk managers on the
expected water shortage due to aquifer contamination.

Risk treatment alternatives

Furthermore risk managers are confronted with the question of how to deal with supply failure risk and
where to optimally invest the available resources to achieve the overall best economic benefit.
Available risk treatment methods are, among others, insurance policy investment, enhancing the early-
alert monitoring system or investing in remediation techniques, after a contamination has occurred. In
order to support risk managers in their decision making, we compare the economic costs of each
treatment method to the avoided damage when a contamination occurs. Due to the knowledge about
well down time 7.,,, we use the replacement cost method to calculate damage D at any location x; in the
domain:

D(xi) = texp,i : Qp 4 (10)

with O, being the pumping rate and y representing an a-priori defined cost function. This cost function
can be a single constant, such as the given water market price or a complex cost function.



Ilustrative example

For simplicity we demonstrate rational risk management under financial constraints on a simple
rectangular 2D example within a domain sized 500m X 300m (see Fig.2), discretized by cells with
dx = dy = 1m. A hydraulic background gradient from west to east with V@ = 0.005 is assumed with
fixed head boundary conditions (east and west) and two no-flow boundaries (north and south). Within
the reverse approach, a Dirac-pulse with concentration Cgp;y; is introduced at the well (x = 375m,
y = 150m) with a pumping rate of Qp = 1-10"*m3s~1. We parameterize sub-grid heterogeneity
with dispersivities a; = 2.5m and ar = 0.25m. The groundwater aquifer is assumed to be leaky-confined
with an uncertain but spatially constant recharge rate g,,, following a normal distribution with mean
G, = 280mm and standard deviation of o,, = 40mm.
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Figure 2: Illustrative example, showing the location of measurements for the four design cases.

Three scenarios are compared with each other (see Fig 2). In absence of site specific data (scenario 0)
we define for the uncertain structural parameter set 6 = [,u, 02, K, Ay, Ay] via upper and lower bounds,
following uniform prior distributions with u = [-8.0...—5.5], 62 =[1..3], k =[0.5...5], 1, =
[10 ...25]m and A, = [5 ... 15]m. With the help of Monte-Carlo simulations, 7. = 1000 transmissivity
fields are generated and flow and transport simulations are performed with the same numerical code as
in Nowak et al. (2008).

The synthetic reality from which we draw the corresponding observed log-transmissivity and head
measurements (scenario 1 & 2, see Fig. 2) with 9 (scenario 1) and 15 direct and indirect measurements
(scenario 2) has the structural parameters yy = -6.83, 0'02 =191, xp = 049, 40 = 9.11m and 4, =
5.17m. The random measurement error is assumed to follow a zero-mean normal distribution with
standard deviation oy = 2 and op = 0.2 5m.

For calculating reliability of CML, we perform ncy;, = 50.000 Monte-Carlo simulations. The exposure

time 7, - at location xo follows the cumulative density distribution of exposure time, including the

probability of well exposure as given by the fourth vulnerability criteria. The entry probability P, of
Eq. (8) 1s assumed to follow a S-distribution (see Lindhe et al., 2009), where we assume, that at least
every 20 years and at most every 5 years a major aquifer contamination will occur. The demand
behaviour d of a consumer follows a positively skewed f-distribution with given pre-defined lower
(djmin = 801/d) and upper bounds (d,,q, = 2901/d).



RESULTS

Risk assessment via well vulnerability criteria

The corresponding results from Eq. (6) for scenario 0 are shown for the second to fourth well
vulnerability criteria in Fig. 3 and the first criteria in Fig. 4. A detailed discussion on the results is
given in Enzenhoefer et al. (2011). Here, the expected peak arrival time (Fig. 4(b)) from location xg
(marked with plus sign in Fig. 3 and Fig. 4) to the well is tpeqix, = 63d and the probability of

<7 X0.dy ) =59%. The
relative mean peak concentration Fig. 3(a) in the well equals Cpeqrx, = 1,6+ 1077[~], and the
probability of faster contamination than the critical relative peak concentration of (i = 1+ 1077[—]
is ﬁ(cpeak'xo = (erit| X0 do) = 60%. The mean reaction time Fig. 3(c) is treqerx, = 32d with the
probability that an early-alert system designed for 7., = 21d would be reliable in ﬁ(treact,xo >
Treact|Xo0, do) = 26% of all cases. The expected well down time equals typ x, = 11d with probability

exceeding a critical travel time to the well t,=7z_, =50d is 13(1:10%1(,,‘0

ﬁ(texnxc = TexplXos do) = 59% that a quality failure larger than 7 = 2d will occur.
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Figure 3: Probabilistic isopercentiles [0.1, 0.5, 0.9] for the second to fourth intrinsic well vulnerability criteria (b) - (d)
from n = 1000 simulations (scenario 0). Coloured-scale maps show the ensemble-average means of the respective well
vulnerability criteria.

The value of additional sampling

The utility of monitoring is shown in Fig.4. It shows that, with increasing data set size, the excess area
delineated due to uncertainty decreases. In our specific case, we use a reliability level @ = 90%, i.e., in
90% of all cases the well vulnerability value within the delineated catchment does not exceed the given
critical level t, = 7., = 50d. The true well capture zone is taken from to the synthetic test case, from
which the sampling data is retained (Fig. 4(a)).
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Figure 4: “True” synthetic well-head protection zone (a). Scenario-based well-head protection zones (b-d) delineated by
the first well vulnerability criteria and critical threshold level of 7.,;; = 50d. Coloured-scale maps show the ensemble-
average means of the peak arrival time in the well.



The mean area for delineation due to model error reduces from Az sceno = 35.300mM> t0 Agrr scenz =
4.775m?. Thus, additional sampling pays off, as the amount of area for delineation is reduced and
moves well-head protection zones closer to reality (comparing Fig.4(a) to (d)). Fig. 5 shows the saved
costs for scenario 1 and 2 due to smaller and more reliable delineation in comparison to scenario 0, and
how they depend on the chosen reliability level. Assuming a land price of 1€/m? and sampling costs
of 1000€ per borehole, the costs saved between nine (scenario 1) and 15 samples (scenario 2)
equal AC,—qo = 214.375€. Because the additional sampling costs are lower than the saved costs in
areal delineation, the next sampling design (here, scenario 2) is worth to be realized.
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Figure 5: Utility of additional planned sampling locations to reduce areal uncertainty in capture zone delineation for
scenario 1 and 2 in comparison to scenario 0.

The risk performance indicator CML

For the Gothenburg system, Lindhe et al. (2009) defined an acceptable level for CML of R, =
144 CML, which indicates that a consumer has to suffer 10 days of water shortage within 100 years
due to quantity failure. In our specific case, a spill event at location X, drastically exceeds this
acceptable risk level R, as aquifer contamination would last for several days or even years. Fig. 6
shows the cumulative CML distribution for location X, calculated with Eq. (8). The mean CML for
scenario 0 is Rgceno = 760CML, which indicates a mean supply failure of approximately 53 days
within 100years due to well contamination.

The results show that, with increasing reliability level, the time being without water due to supply
failure increases in all three scenarios. Taking additional data into account, we see that, within this
specific case, the CML increases (Rys5 sceno = 1188CML and Rys gcenz = 2029CML) with increasing
sampling size. This indicates that the unconditioned model (scenario 0, Fig. 3) underestimates the true
exposure time (fexpxg scenz = 16d) and the probability of exposure (Pexp xg scenz = 62%), leading to
an underestimation of supply failure risk.
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Figure 6: Cumulative probability distribution of CML for the three given scenarios evaluated at location X.

Risk-based decision support for risk treatment options

Water managers are confronted with several risk reduction alternatives. In order to support their
decision, we compare these alternatives to damage replacement costs. The damage is calculated with
Eq. (10) and shown for the illustrative example with ¥ = 0.45€/m> water production costs. With
increasing exposure time, the damage increases (Fig. 7, red line). For illustrative purposes, our
scenario, here, features a pumping rate of Q,, = 1001/s and not Q, = 1- 107*m3/d as described for
the PWVC example.
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Figure 7: Rational risk-based decision support, comparing here two alternatives (insurance premium (green), data sampling
(blue)) to damage replacement costs (red). The dashed-blue line is a projection of costs for further sampling.

Now, we compare two alternatives, the utility of monitoring and insurance costs (see Fig. 7). The
investment in sampling locations follows the illustrative example above. The insurance premium is
assumed to be 150 €/a over a 20year period. The results show, that for exposure duration t,y,y, <
17.5d the investment in monitoring is less expensive than to pay the damage caused by well
contamination. For exposure durations teypx, > 17d, insurance is the economically most cost
effective option. The pay back of the premium starts with exposure durations tey, x, = 8d. For smaller
exposure durations monitoring could be an option up to an investment of Ctexp=7d = 27.216€ as larger

well down times are better to handle with an insurance policy.



CONCLUSIONS

Extending the framework of probabilistic well vulnerability criteria with cost damage functions and
customer minutes lost delivers additional indispensible information for the risk management
framework. It supports risk management for actively managed well catchments when investigation
budgets are limited. The advantages of our approach are:

e Uncertainty in well capture zone delineation is (cost-) reduced, decreasing the size in well-head
protection area but still allowing higher confidence levels.

e The optimal risk treatment strategy is chosen, when sets are compared to each other by damage
replacement costs.

e Justification of cost-intensive data collection is available through comparison to other risk
treatment options.

e Conservative designs in probabilistic risk assessment methods (e.g., 90th-percentile) become
operational as safety margins and their excess costs are reduced.

In this study, a-priori fixed sampling scenarios were used to investigate the utility of monitoring. For
future research, we propose to set the sampling design into an optimization algorithm such, that the
locations and types of additional data are chosen optimally. The risk management process would also
benefit when assessing and incorporating the utility of human health in the optimization procedure.
Furthermore, the damage function needs more improvement. Currently social aspects, such as the loss
of society’s trust in the water supply company through contaminated raw water, are neglected.
Improved methods for risk treatment might be cost benefit analysis or methods to assess the cost-
effectiveness ratio, if the effect of the implemented or planned risk measure cannot be expressed in
monetary terms.
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