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Quotes in our daily life

• „Zu Risiken und Nebenwirkungen fragen sie ihren Arzt 
oder Apotheker“

• „HSV: Kein Risiko gegen Freiburg“

• Death risk (1 person dies per year of x population)

– Lightning: 1 in 2 million

– Flying: 1 in 814.000

– Walking: 1 in 54.000

– Car: 1 in 5.700

– Smoking (1pack p. d): 1 in 200  
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Risk occurance

• Health sektor
– Insurance (BU), smoker, ...

• Financial sector 
– stocks market, insurance (MunichRe), ...

• Transport
– Car, airplane, ...

• Leisure Time
– Casino, betting office, ...

• Natural catastrophies 
– floods, landslide, earthquake, tsunami, ...

• Environmental issues
– Contamination (river, groundwater), ...

http://www.planet-wissen.de/natur_technik/fluesse_und_seen/
die_deutsche_donau/img/intro_donau_hochwasser_g.jpg

http://thepublicinterest.freedomblogging.
com/category/history/

http://www.ruhrportal.de/images/artikel/1253/720/
casino_by_elke-hannmann_pixelio-de-.jpg

http://www.planet-wissen.de/natur_technik/fluesse_und_seen/
http://thepublicinterest.freedomblogging/
http://www.ruhrportal.de/images/artikel/1253/720/
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Sweet add on

• Stgt. Zeitung, 07.01.2010

• Death risk depends on risk factors
– Age, gender, living place, ...

• Time frame: 1year

• Unit: „MicroMorts“
– a one-in-a-million chance of dying

• Male, age 30-39, Germany (~6.8 Mio.)
– 1134 MicroMorts (#7.592)

• 197MM accidents (#1.342)

• 187Mm suicide (#1.257) 

• 30MM undetermined (#208)

• 4MM Urinary tract (#28)
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Risk definition

Risk can be derived from the early italian word „ris(i)co“, which means, cliffs to be circumnavigated
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Risk definition

• Different definitions

• Deviation from the expectation value

• Safety Field (negative cause) 

Risk = occurance probability x consequence

„Risk can be defined as the combination of probability of an event and 
its consequences“

(ISO/IEC Guide 73)
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Risk terminology

1) Danger (Gefahr)

2) Risk

3) Residual / remaining risk (Restrisiko)

 – Uncertainty (Ungewissheit) vs. Ignorance (Unwissenheit)

 – Risk vs. Hazards

 – Risk  vs. Vulnerarbility
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Risk vs. Vulnerability

• Lat. Vulnus = wound => vulnerability, violability
– exposed to harm, violateable

• Being vulnerable means: 
– Being exposed to stress factors (external dimension)

– Being unable to cope with them (internal dimension) 

– Suffering from the shock and conseuquences of being 
overwhelmed.

• Resilience = Invulnerability => fault tolerance
– Being resistant to troubles

– No system brake down despite being harmed
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Tough Job!

• What has to be considered in risk assessment?

• Where is the difference to risk management?
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Risk management

• Risk management is 
– a process of defining and maintaining goals

– Considering positive (upside) and negative (downside) aspects of 
risk

– A systematic asessment of Risk (identification)

– judging, evaluating Risk

– controling Risk

– Treatment of Risk 

– a continuous and developing process

Risk Management process (IEC,1996)



January 2010, SimTech seminar

Risk Management (Concept)

(A Risk Management Standard, IRM 2002)



January 2010, SimTech seminar

Risk management process

   1. Identification of risk in a selected domain of interest

   2. Planning the remainder of the process.

   3. Mapping out the following:

          * the social scope of risk management

          * the identity and objectives of stakeholders

          * the basis upon which risks will be evaluated, constraints.

   4. Defining a framework for the activity and an agenda for 
identification.

   5. Developing an analysis of risks involved in the process.

   6. Mitigation of risks using available technological, human 
and organizational resources.

(ISO 31000:2009)
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RM Methods

   1. identify, characterize, and assess threats
– Risk identification / description

   2. assess the vulnerability of critical assets to specific threats

   3. determine the risk (i.e. the expected consequences of specific 
types of attacks on specific assets)

– Risk estimation / evaluation

   4. identify ways to reduce those risks
– Risk minimization / control

   5. prioritize risk reduction measures based on a strategy
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Risk Assessment

„Risk Assessment is defined as the overall process of risk analysis 
and risk evaluation.“

(ISO/IEC Guide 73)

 
• Scope definition
• Hazard Identification
• Risk estimation

 
• Risk tolerability decisions
• Analysis of options

 
• Decision making
• Implementation / Adapation
• Monitoring

Risk evaluation

Risk analysis

Risk reduction/control
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Objective

• Get the strategic objective

• Get the property to be at risk (Top event)

• Human health Risk Assessment

• Ecological Risk Assessment
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Risk Identification

 
• Scope definition
• Hazard Identification
• Risk estimation

 
• Risk tolerability decisions
• Analysis of options

 
• Decision making
• Implementation / Adapation
• Monitoring

Risk evaluation

Risk analysis

Risk reduction/control
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Risk Identification

• Guidelines to identify hazards (DVGW W101)

• Identify exposures to uncertainty

• Get all significant activities within a process or organisation

• Get possible exposure routes

• Deep inside knowledge about the process / organisation

• Classification of business activities and decisions
– Strategic

– Operational

– Financial

– Knowledge management

– Compliance



January 2010, SimTech seminar

Risk identification techniques

• Brainstorming

• Expert knowledge

• Questionaire / Checklist

• Scenario analysis

• Auditing and inspection

• Open communication

• HAZOP (Hazard and Operability Studies)

• Post-Mortem-Analysis

• Delphi-Method

• Site investigation

• ...
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Overview
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Risk Description

• Display the risk in a structured format (e.g. template)
– Scope of Risk

– Categorize (strategic, ...)

– Stakeholders

– Risk Tolerance

– ...

– Exposure routes (Source, Pathways, Receptor) 

– Chronic daily intake – CDI (duration, frequency, amount)

• Consider consequence and entry probability per risk

• Dimension depends on the value-at-object
– Money (€), Deaths, Cancer, ...

• Priotorize the risk for detailed analysis
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Risk Estimation

 
• Scope definition
• Hazard Identification
• Risk estimation

 
• Risk tolerability decisions
• Analysis of options

 
• Decision making
• Implementation / Adapation
• Monitoring

Risk evaluation

Risk analysis

Risk reduction/control
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Risk Estimation

• Risk Measurement by key figures
– Leads to Risk evaluation + Risk Judgement

• Qualitative risk estimation
– Consequence (downside and upside risk) 

– Probability (downside or upside risk)

• Quantitative risk estimation
– Uncertainty simulations

–     Value-at-risk

• Semi-quantitative risk estimation
–     Sensitivity

–     Vulnerability-Index
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Risk Estimation

• Qualitative risk estimation
– Expert knowledge

– Risk description

– Risk Quadrant

– Hazard Class (3 x 3 – or 5 x 5 – matrix / maps)

• Semi-quantitative risk estimation
– Hazard class 

– Vulnerability-Index

• Quantitative risk estimation
– Fault Tree

– Probabilistic risk (uncertainty simulations)
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Risk Estimation

• Risk Quadrant (categorization)

LOW

HIGH

HIGH

Impact

probability

Disaster

1 2

34

Institutional

Project specific
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Risk Matrix -> Hazard Maps

• Type of Hazard

• Entry probability (Likelihood)
– Levels: almost certain, Likely, Moderately likely, unlikely, rare

• Hazard severity (consequence)
– Levels: catastrophic, major, moderate, minor, insignificant

– Dimensions: Loss of life, monetarily, ... 

• Hazard index class 
– Levels: e.g. low, medium, high

– Maintain colouring scheme

Preventive & corrective meassures
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Occurance

S
everity / C

onsequence

Hazard-Index

• Easy to understand, simple
– Tool for decision making and planning

• Hazard / Risk / Vulnerability maps

3 hazard index classes per function
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Risk Maps

Source: Center for Hazards and Risk Research at Columbia University, 2005. 
Natural Disaster Hotspots: A Global Risk Analysis. 
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Risk Estimation

• Qualitative risk estimation 
–    Risk Quadrant

–    Hazard class (maps)

•     Semi-quantitative risk estimation
– Vulnerability functions – Hazard class 

– Vulnerability-Index

• Quantitative risk estimation
– Fault Tree

– Probabilistic risk (uncertainty simulations)
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Natural Disaster – Vulnerability

• Vulnerability function

• Risk estimation => Hazard Class

3 different vulnerability functions (same intensity causes different damages)

/ (occurance)

Values-at-risk:
Type I   = dike situation
Type II  = concrete house
Type III = continous damage 
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Natural Hazard – Insurance risk

• Quantify insurance loss potential

• Set premiums

Risk = hazard * Vulnerability * Exposure * value-at-object

Water depth /
probability

DamageX %How vulnerable?

Different vulnerability types
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Natural Disaster – Vulnerability

• Structural vulnerability
– Functional relationship between process magnitude (intensity) and the 

resulting impact (damage) 

– Basis for all other vulnerabilities (Is there no damage, there also exists 
no economic loss

• Economic vulnerability
– Individual economic vulnerability (e.g. average income ...)

• Instiutional vulnerability
– Public authorities, Political bodies and Insurance system can reduce 

vulnerability for individuals and society

– Premiums either compulsory or hazard zone-depending

• Social vulnerability
– Characteristic of a person to anticipate (abwenden), cope with, resist 

and recover from the impact of a natural hazard (Wisner, et. Al, 2004)
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Catchment vulnerability

• Objective: protect groundwater resource
– How vulnerable is groundwater towards contamination?

• Vulnerability concepts
– Intrinsic and specific vulnerability

• Index-Methods (GIS-based, weighted fcts.)
– Subjective and objective parameters

– Incomplete – just a model

– Expert knowledge

– Examples [Yildrim,2007]:
• PI-Method

• DRASTIC

• SINTACS

• COP
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DRASTIC

• D epth to Water Table (5)

• R echarge (4)

• A quifer material (3)

• S oil type (2)

• T opography (1)

• I  mpact of vadose zone (5)

• C onductivity (3)



January 2010, SimTech seminar

Comparison

• Catchment South 
Turkey

• Yildrim, 2007

Vulnerability is only a 
part of risk analysis!!!
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Risk Estimation

• Qualitative risk estimation
– Risk Quadrant

– Hazard class (maps)

• Semi-quantitative risk estimation
– Vulnerability functions – Hazard class     

– Vulnerability-Index

• Quantitative risk estimation
– Value–at–risk 

– Fault Tree analysis

– Probabilistic risk (Uncertainty simulations, ...)
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Value-at-risk

• Method in risk estimation

• Downside - risk measure 
– the risk of loss on a specific portfolio of financial assets

– Within a given time frame and given probability

• Term value-at-risk was developed by J.P. Morgan

• Quantile of the future pdf

• Comparison of different risk types

• Fields used mainly in Finance:
– mark-to-market loss, credit risk models, corporate management, 

bank supervision 

• Disadvantage: lack of subadditivity in all cases

• Alternatives: backtesting, stress testing, expected shortfall, ...

1837-1913
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VaR - Example

• Variance-Covariance-Approach = Delta-Normal-Approach

• Starbucks 23,36US$ -> 16,15€ 
– Exchange rate: 1€ = 1,4468US$, Volatility = 7,4% (90Tage)

– Volatility 29,97% (90Tage)

– 95%-confidence intervall

– Value: 1000€

• Max. damage (stock) w/in 90days: 492,98€

• Max. damage (exchange rate):       121,72€

VaR = quotation  x  z-value  x  volatility

How to aggregate?
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VaR - Example

• Risk aggregation: 

– Additive: 

                            614,70€  = VaR1 + VaR2

– Portfolio-Selection-Model (Markowitz)

              Korrelation:

Only linear process, historical data, normal distribution

VaRPO=VaR12+VaR222⋅VaR1⋅VaR2⋅k1,2

VaRPO=512,74€

k 1,2=0,042152
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Risk management

Risk management is not looking into the rear mirror
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Fault Tree Analysis (FTA)

• Risk assessment tool

• Easy to use (source to receptor) 

• Diagram, modeling failure events

• Assign probability to each event

• Time to failure (time btw. failure, time component unavailable)
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FTA Example

• Windhoek water supply

• RA of the chemical treatment process

• Hazard identification
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Risk analysis Tools

• Downside risk
– Fault Tree Analysis

– Threat Analysis

• Upside risk
– Business Impact Analysis

– Research and development

– Market survey

• Both
– SWOT Analysis (Strength, weakness, opportunities, Threats)

– Decisions takins under conditions of risk and uncertainty

– Event Tree Analysis
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Risk evaluation

 
• Scope definition
• Hazard Identification
• Risk estimation

 
• Risk tolerability decisions
• Analysis of options

 
• Decision making
• Implementation / Adapation
• Monitoring

Risk evaluation

Risk analysis

Risk reduction/control
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Risk Evaluation

• Risk measures (maps, matrix, VaR) helps to priotorize risk 
treatment efforts

• Ranks each identified risk

• Final step in the Risk Assessment process

• Compares the estimated risks against risk criteria
– Legal requirements

– Socio-economic and environmental factors

– Concern of stakeholder, ...
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Risk Evaluation

• make decision about the significance of the risk towards 
the process / organisation / etc. 

• Check Alternatives

• Leads to Risk minimization

• Accept the risk or treat it?
– Depends on the risk behaviour 

http://goingconcern.com/two%20thumbs%20up.jpeg
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Risk behaviour

• Risik aversion
– Alternatives with same expectation

– Takes the one with the lowest risk (=> small asset) 

• Risk neutrality
– Is indifferent regarding risk

– Decision is only based on the expectation value

• Risk sympathy
– Decides for the alternative with the highest risk if expectation is 

equal (=> big asset = most gain)

Expectation value = occurance probability x (positive) consequence
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Example RA (Hydrogeology)

„Risk Assessment is defined as the overall process of risk analysis 
and risk evaluation.“

(ISO/IEC Guide 73)

 
• Scope definition
• Hazard Identification
• Risk estimation

 
• Risk tolerability decisions
• Analysis of options

 
• Decision making
• Implementation / Adapation
• Monitoring

Risk evaluation

Risk analysis

Risk reduction/control
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Data Collection and Evaluation

• Human health RA or Environmental RA

• Reverse RA vs. Forward RA

• Data collection 
– Identify contaminant of concern

– Contaminant concentration in media

– Study historical activities

– Factors that control transport and fate

– Identify possible exposure pathways

• Site Investigation
– Source information

– Soil properties

Data collection 
& Evaluation

Exposure 
Assessment

Toxicity 
Assessment

Risk
characterisation
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Models

• How to measure Risk 
– Concentration

– Mass discharge

• Common Models
– JAGG (Danish EPA)

– BIOSCREEN (US EPA)

– BIOCHLOR (US EPA)

– RISC 4 (BP Oil)

– ConSim (Golder Associates, UK Environmental Agency)

– CatchRisk (DTU, Danish EPA)
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Exposure Assessment

• Identify potential exposed population (receptor)

• Describe exposure pathways
– Eating soil

– Swimming (Skin contact, eating, air)

– Breathing

• Set up conceptual models

• Develop quantitative estimates of the exposure 
    for each pathway

– Transport modeling

– Chronic Daily intakes (CDIs)

Data collection 
& Evaluation

Exposure 
Assessment

Toxicity 
Assessment

Risk
characterisation
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Exposure Routes
http://ecb.jrc.ec.europa.eu/documents/TECHNICAL_GUIDANCE_DOCUMENT/EDITION_2/tgdpart1_2ed.pdf
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Toxicity Assessment

• Get relationship between exposure rate and adverse effects
– Estimate increased likelihood of the adverse effects

• Non-carcinogens
– „Chronic Reference dose“ (ingestion / dermal contact)

– „Chronic Reference concentration“ (inhalation)

– Maximum daily uptake level (no adverse effects)

• (Eco-)Toxicity database 
Data collection 

& Evaluation

Exposure 
Assessment

Toxicity 
Assessment

Risk
characterisation
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Risk characterization

• Risk Assessment summary

• Qualitative & quantitative expression of risk

• Non-carcinogens
– Hazard index (CDI vs. CRD)

– Individual hazard added

– HI = ΣΣ HQ
ij

– HQ
ij
 = CADD

ij
 / RfD

ij

• Carcinogens
– Risk Estimated

– IELCR
ij
 = SF

ij
 * LADD

ij

Data collection 
& Evaluation

Exposure 
Assessment

Toxicity 
Assessment

Risk
characterisation



January 2010, SimTech seminar

Risk Characterisation (EUSUS)

• EUSUS = EU System for Evaluation of Substances

• Risk Characterisation Ratio (RCR) = PEC / PNEC

• Effect: PNEC = Predicted No Effect Concentration

• Environment: PEC = Predicted Environmental 
Concentration
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Example RA for Contamination

• US EPA approach for Risk Assessment

Source Pathway Exposure Effects

Risk Assessement

Site investigation

Need for remediation?

Process understanding

Hazard quotient HQ + Toxicity

Daughter-products ?
Accumulation ?
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Risk Treatment

 
• Scope definition
• Hazard Identification
• Risk estimation

 
• Risk tolerability decisions
• Analysis of options

 
• Decision making
• Implementation / Adapation
• Monitoring

Risk evaluation

Risk analysis

Risk reduction/control
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• Risk Communication
• Risk Review
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Risk Treatment

• = process of (1) selecting and (2) implementing measures to 
modify risk

– Selection Tool (e.g. Cost-benefit-analysis) 

– Informed decision making

• (3) Risk reduction (minimization) 
– Reduction in entry probability (e.g. 2-handed lever-machine)

– Reduction of possible Consequences (e.g. dam)

– Combination of both

– Leads to robust design with minimum risk

• (4) Risk control
–  Dealing with risk (mitigation / adaption)

–  Risk Communication

• (5) Monitoring
–  Risk reporting
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Risk Treatment

 
• Scope definition
• Hazard Identification
• Risk estimation

 
• Risk tolerability decisions
• Analysis of options

 
• Decision making
• Implementation / Adapation
• Monitoring

Risk evaluation

Risk analysis

Risk reduction/control
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• Risk Review
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Decision

• Informed decision making = Informed risk
– More knowledge about the process

– Identify key problems

• Select alternative

• Cost – benefit – analysis (monetarization)
– Is damage cost greater than risk reduction costs?

– What kind of reduction is most efficient (low cost, high 
reduction)?

                             Risk control
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Risk Control (Steuerung)

• Risk avoidance / elimination
– Good for inhouse-portfolio risks

• Risk minimization
– Reduce risk to acceptable level

• Risk limiting
– Diversification vs. Upper Limit

• Risk transfer
– Risk changes the organization

• Risk acceptance
– Rest risk => hold equity capital

• Risk financing
– Insurance vs. Uninsurable loss
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Risk Treatment

 
• Scope definition
• Hazard Identification
• Risk estimation

 
• Risk tolerability decisions
• Analysis of options

 
• Decision making
• Implementation / Adapation
• Monitoring

Risk evaluation

Risk analysis

Risk reduction/control
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• Risk Communication
• Risk Review
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Risk communication

• Different stakeholders (level in a organization) need 
different information

• Early information on results

• Basic principles:
– openness

– transparency

– Confidentiality (trustworthy)

• Improve sensitivity towards risk

• Risk reporting (internal vs. external)

• Emergency plan
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Stakeholders

• 3 Types of Stakeholders / Risk (Sub-)Groups

Main categories of stakeholders (Thedeen, 1998)

http://dannysebastian.files.wordpress.com/2009/01/politician.jpg

http://2.bp.blogspot.com/_bjD68JYXSFo/SmRautHdnkI/
AAAAAAAAB18/fIckOlVrTvw/s400/swineflu.png

http://www.holtschulte.com/illustrationen/thw_gr.jpg

1) http://www.promikatur.de/images/karikatur/josef-ackermann-karikatur.jpg

1)

http://2.bp.blogspot.com/_bjD68JYXSFo/SmRautHdnkI/
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Risk communication methods

• Training, Schooling, Instructions

• Media (Newspaper, TV, ...)

• Education

• ....
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Risk Treatment

 
• Scope definition
• Hazard Identification
• Risk estimation

 
• Risk tolerability decisions
• Analysis of options

 
• Decision making
• Implementation / Adapation
• Monitoring

Risk evaluation

Risk analysis

Risk reduction/control
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• Risk Review
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Monitoring (=Kontrolle)

• Incorporated within the Risk Control and assessment phase

• Keep an eye on known risk (e.g. concentration 
measurement)

–  Monitoring wells 

– Check risk factors, key figures

– VaR backtesting

• identify and report changes within the dynamic system

• Adapt changes within the risk management process if 
necessary
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Robust design

Robust Design
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Risk Treatment

 
• Scope definition
• Hazard Identification
• Risk estimation

 
• Risk tolerability decisions
• Analysis of options

 
• Decision making
• Implementation / Adapation
• Monitoring

Risk evaluation

Risk analysis

Risk reduction/control
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• Risk Communication
• Risk Review
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 Review

• Determine decisions with improved knowledge
– Informed risk management

• Identify the lessons learned 
– improved risk management process
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Risk Eliminated

Thank you very much!!
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